Mitigation of inadvertent roaming in the Macao SAR
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Abstract - This paper describes a system to mitigate the
occurrence of “inadvertent roaming” (also called “false roaming”)
where a user’s mobile terminal is in a roaming state (attached to a
mainland Chinese network) even when geographically in Macao;
such inadvertent roaming led to many complaints from local
Macao users. It is clear from the tests that inadvertent roaming is
an issue in Macao as modern mobile phones can roam onto all
network modes of both mainland GSM networks and that users on
some networks are more susceptible than on others.

Inadvertent roaming can occur when a user returns from the
mainland and the terminal does not switch back to its home
network after crossing the border but there is also a probability of
roaming to a Chinese network when a user is travelling in Macao.
In some places, in-building coverage may be very poor for users at
home and this is one cause of the large number of complaints and
this can also cause inadvertent roaming.

In this paper we discuss the problem and present a solution
for mitigation using an Android APP. This will be demonstrated
during the session.

Index Terms — Roaming; signal strength; 2G 3G and 4G
networks; Mobile APP.

I. INTRODUCTION

According to Macao Government statistics [1] , the most
common complaints from consumers in Macao between 2012
and 2014 were on telecommunication services, particularly on
mobile roaming and data charges when the roaming is
accidental because of coverage overspill. Compared to
domestic service charges, roaming calls and roaming data usage
are very expensive. This is not a big issue for large countries (as
most users will not roam abroad), but it is for Macao because of
the small area and the long border with Mainland China (Fig.
1) where the highlighted area is Macao).

At borders between countries it is well known that overspill
of network coverage from one country to the other can occur,
although careful planning will mitigate the effect. Spectrum
allocation [2] can separate networks but the situation is more
complex now with smartphones that will attach to 2G/3G/4G
networks and support the different standards; in Macao and
mainland China there is GSM, CDMA, WCDMA, TD-SCDMA
and LTE (both FDD and TDD). Some smartphones will connect
to all standards and the widespread popularity of dual-SIM
devices in the region make the situation even more complex.

There are two scenarios where this problem will occur:

1) A user who has roamed on a network in China and then
comes back to Macao.

2) A user who is in Macao and does not intend to roam.
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Fig. 1 Map of Macao showing the border with the mainland.

In (1) the phone should automatically switch to the home
network when available, but it will not do so immediately and
there will also be cases where it will remain attached to the
roaming network because (i) the user has manually selected the
roamed network or (ii) the signal strength for the home network
is too low. (iii) some phone will attach to the roaming network
and not switch back to home network until the signal from the
roaming network reaches almost zero. A user crossing back into
Macao may make or receive calls (e.g. for a pick-up) so if they
do not notice that they are still roaming they could incur higher
charges.

Scenario (2) is more likely to lead to complaints as the user
does not expect to be on the Chinese network; this can happen
because the Macao signal strength is too low through (i) a fault
condition, (ii) poor radio planning or (iii) local topographical
conditions.

Both conditions have been investigated in this work and all
the operators in Macao and the mainland were included in the
study. Most results were taken using Android phones (different
manufacturers, different processors, different versions of
Android) and spot checks were made with iPhones.



TABLE | MOBILE OPERATORS IN MACAO AND MAINLAND CHINA

2G 3G 4G
Macao
CT™M GSM WCDMA LTE-FDD/TD-LTE
SmarTone GSM WCDMA LTE-FDD
Three GSM WCDMA LTE-FDD
China Telecom (MO) |[CDMA1X|CDMA2000 EV-DO|LTE-FDD
Mainland China
China Mobile GSM TD-SCDMA TD-LTE
China Unicom GSM WCDMA LTE-FDD
China Telecom CDMA1X|CDMA2000 EV-DO [LTE-FDD

II. NETWORKS IN MACAO AND MAINLAND CHINA

The networks for this study are shown in TABLE 1. At the
time of this study, 4G was just being deployed in Macao so the
work concentrated on 3G/2G since 3G was the dominant
standard being sued at that time. For simplicity this paper does
not consider 3G users on China Telecom as this is a special
case, not only because it uses CDMA2000 but also because the
network structuring between Macao and the mainland is more
homogeneous than the other operators.

The three operators using GSM for 2G have generally
followed the same evolution path for 3G and 4G, although CTM
has TD-LTE to provide a roaming solution for visiting China
Mobile customers. However, the latest handsets available in
Macao support all or most of the standards so it is possible for
Macao users with those handsets to roam to China Mobile.
2G might be thought to be legacy but is still important because:

1) dual-SIM handsets are popular in Macao and the
second SIM only supported 2G at the time of the study;

2) there may still be users with older handsets supporting
2G only; and

3) in some cases a 3G user may roam onto a 2G network
if the 3G signal strength is low.

III. SIGNAL STRENGTH MEASUREMENTS IN MACAO

This study was concerned with the user experience of
inadvertent roaming, so that, rather than using commercial
measuring equipment, the measurements were taken using
mobile phones. In order to collect a large number of data points,
an Android app was written to extract information from the
Android telephony manager API.

The latest Google Play services location API is used; this
uses the fused location method to provide location information
from GPS, WiFi and the cellular network. In this method, the
app can not only read precise locations outdoors using GPS, but
also locations indoors using fused WiFi and cellular network
positioning.

In this context, when we refer to “Macao” we mean the
Macao peninsula rather than the whole of the Macao SAR.
Similar tests were carried out on Taipa/Coloane but for the sake
of brevity are not included here.

Results are plotted to show the signal strength in bands. It
is of course fairly arbitrary to define quality bands to different
signal strengths but here yellow is used to indicate a poor signal
worse than -90dBm and black no usable signal.

Fig. 2 Areas of poor coverage overlaid with mainland operators near the
border gate

Orange and red show good signal strength from the Chinese
operators. 4G is included as China Mobile 4G spills over to
Macao and Macao phones can roam onto that.

The comparison was made between all networks in Macao
but this paper mainly considers just one network and, because
of commercial confidentiality, does not identify which. Fig. 2
shows the areas of poor coverage of this network obtained from
(1) drive tests (ii) pedestrian tests and (iii) tests in some
buildings in an enlargement near the border gate; the results.
The coverage is generally very good but there are some spots
where it is poor or non-existent: it is these points that are of
most interest for false roaming, especially where they
correspond to good coverage from Chinese networks.

One point to note is that the extent of the roaming may
depend on where the user started from:

1) auser who starts in building where the Macao signal is
weak or non-existent may roam and then, as shown later,
roaming may well continue when they leave the building and
go onto the street; and

2) a user not in the building and is just travelling along
the street may not actually roam at all.

So externally there could be two users exhibiting different
behaviour, even though the signal strength from the home
network is the same. Both of these patterns are quite normal
user behaviour. Moreover, residential accommodation in
Macao is generally high-rise and dense leading to the risk of
shadowing of the Macao mobile base station signals. However,
many properties in the northern area have a fairly unrestricted
view into China so that north-facing apartments/offices in those
buildings have a high risk of attaching to a Chinese network.

IV. ROAMING WHEN RETURNING TO MACAO

These tests show inadvertent roaming using Android
devices when a user is returning to Macao from mainland China
but the mobile terminal does not switch back immediately to the
home network. There does not seem from the results to be any
consistent value of signal strength at which hand back occurs,
although losing signal completely will cause the mobile
terminal to search and attach to the home network. iPhones do
not exhibit the same problem.
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Fig. 3 Results of travelling back from the mainland

Fig. 3 shows the results of tests returning to Macao from
the mainland with the routes followed and the points at which
the Android phone switched back to the home network, both for
2G (circle) and 3G (square). These results indicate that there is
a problem as a user might expect the hand back to the home
network would occur at the border and not realise that they had
been using the phone while roaming.

V. MITIGATION

It is clear from the study that inadvertent roaming is an
issue in Macao and local users are justified in making their
complaints. The situation is exacerbated by popular current
phones being able to roam onto all network modes (i.e. 2G, 3G
and 4G) of both mainland GSM networks.

Although inadvertent roaming can occur when a user
returns from the mainland and the terminal does not switch back
to its home network after crossing the border, the most irritating
situation is when a user is in Macao and roams onto a Chinese
network without having travelled across the border. This can be
significant in a building, especially where the apartment faces
across the border.

To mitigate the problem we have produced an Android app
(that will be demonstrated) that alerts the user when they are
located in Macao but attached to a Chinese network. Android
was chosen since the problem is less severe with iPhones. An
“alert” philosophy was adopted because current versions of
Android do not allow an app to control the network attachment.
The app must:

e Use very little battery power.

e Avoid the use of the Internet to get country location.

The second point is important as if the terminal is roaming
it is not helpful to generate more cost to the customer by using
roaming data. Moreover, experiments have shown that the
Google API for reporting the country in which the terminal is

located does produce errors: we have seen instances when
locations well within Macao have been reported as being in
mainland China.

The approach adopted is to use two checks:

1) To check if the terminal can see one or more user-
chosen WiFi SSIDs. This is intended mainly for use at home to
warn of inadvertent roaming if the home network coverage is
weak. However, it an also check for public WiFi SSIDs in
Macao, especially at the border when people travels back from
mainland China to Macao, for example CTM WiFi or the public
WiFi GO.

2) To check whether the user is located within the
polygon defining Macao shown in Fig. 1. Determining whether
a point is within a polygon is a well-known problem [3] and
carries little computational overhead. It also has the advantage
of allowing the Macao border for roaming to be changed from
the physical border and a particular reason for doing this is
shown in Fig. 1 where the polygon is extended to cover the
University of Macau that is physically in mainland China but
receives coverage from the Macao operators.

In our implementation, we also use the distance from the
Polygon border [4] to determine the frequency at which the app
checks the location and roaming state; this is done to minimize
battery drain as the probability of inadvertent roaming starting
in the centre of Macao is near zero.

If either (1) or (2) shows the user is in Macao but the phone
is attached to a mainland network an alert is given to the user.

VI. CONCLUSIONS

We demonstrate an app to warn users if they are
inadvertently roaming on a network in mainland China while
located within Macao. This has been developed in response to
a real need identified from complaints to the Macao SAR
Government and confirmed through an in-depth monitoring
exercise supported by the Direc¢do dos Servigos de Regulagio
de Telecomunicagdes of Macao.
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